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VERIFICATION AND SYNTHESIS OF OPACITY FOR
CYBER-PHYSICAL SYSTEMS

ABSTRACT

Cyber-physical systems (CPS) are engineering systems that involve physical components
which are controlled by computational units. Cyber layer involves perception, control, decision,
and computation; physical layer mainly consists of physical objects, such as industry process,
energy systems, and transportation. The demand for physical safety, information security,
performance, and certification of these systems is becoming significant, since computers and
networks are widely integrated into our daily lives. Therefore, the necessity of using formal
model-based methods to provably verify and enforce properties is stringent.

This dissertation focuses on a security notion called opacity in Discrete-event systems
(DES), an important class of CPS. Opacity is an information-flow property which is used to
characterize whether the outside intruder can determine for sure that the system is at a secret or
not based on its observations.

This dissertation mainly tackles two problems related to opacity. First, we propose a new
class of opacity called pre-opacity in DES, which captures the plausible deniability of the future
secret information of the systems. Existing notions of opacity only consider secret either as
currently visiting some secret states or as having visited some secret states in the past. The
verification algorithm of pre-opacity and its complexity are provided. We also generalize our
setting to the case where the secret intention of the system is modeled as executing a particular
sequence of events rather than visiting a secret state.

Second, we consider the application of opacity in robot path planing. Specifically, a
security-aware optimal linear temporal logic path planning problem is proposed. The security
constraint requires that the intruder should never infer that the robot was started from a secret
location, which is adapted from the notion of initial-state opacity. We provide a sound and
complete algorithmic procedure to solve this problem. Our approach is based on the construction
of the twin weighted transition systems (twin-WTS) that tracks a pair of paths having the same

observation.
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We finally illustrate the applications of intention-security and initial-state-security respec-
tively in robot path planning by two cases.

KEY WORDS: cyber-physical system, discrete-event system, opacity, prediction, temporal
logic, planning
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Chapter 1 Introduction

1.1 Background

Cyber-security is an increasingly important issue in cyber-physical systems (CPS). In the
study of modern large-scale CPS, two research directions are crucial: verification and synthesis.
We are first interested in whether the given system satisfies a property of interest or not; if the
verification result is negative, we then would like to synthesize some strategies to enforce this
property.

Discrete-event systems (DES) is an important class of CPS. In the context of DES, opacity
is an information-flow property which essentially characterizes whether the system’s secret
information can be revealed by outside malicious intruder or not. Finite State Automaton (FSA)
is considered as a DES model. We formally formalize the notions of opacity, analyze opacity,

and apply opacity to practical situations.

1.2 Literature Review

In the context of DES, the notions of opacity have been well-studied. It was initiated by the
computer science community [1, 2]. It then becomes an active topic in DES field, since DES
provides a very suitable model for formal analysis of opacity. For instance, finite-state automata
is used most commonly, see, e.g., [3-6]. Also, labeled transition systems [1, 7] and Petri nets [2,
8-11] are also widely used. More recently, opacity has been extended to continuous dynamic

systems with possibly infinite state spaces and time-driven dynamics [12-14].

1.2.1 Opacity Notions

In the past decade, the notion of opacity has drawn a lot of attention in the Discrete-Event
Systems (DES) literature as it provides a formal approach towards the verification and design of
information-flow security for dynamics systems. Roughly speaking, opacity is a confidentiality
property that captures whether or not the information-flow generated by a dynamic system can
reveal some “secret behavior" to an outside observer (intruder) that is potentially malicious. In
other words, an opaque system should always maintain the plausible deniability for its secret

behavior during its execution. In the context of DES, opacity has been extensively studied for
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different system models including finite-state automata [3-5, 15], labeled transition systems [1,
7] and Petri nets [2, 8-10]. More recently, opacity has been extended to continuous dynamic
systems with possibly infinite state spaces and time-driven dynamics [12-14]. Many enforcement
techniques have also been proposed when the original system is not opaque; see, e.g., [16-22].
Opacity has also been applied to certify/enforce security in many real-world systems including
mobile robots [23], location-based services [24] and web services [25]. The reader is referred
to the survey papers [26, 27] for more details on opacity and its recent developments.

In order to capture different security requirements, different notions of opacity have been
proposed in the literature. For example, in language-based opacity [28], the secret is formulated
as the executions of some particular secret strings. As shown in [29], this formulation is
equivalent to the notion of current-state opacity, where the secret is formulated as a set of secret
states and a system is current-state opaque if the intruder cannot determine for sure that the
system is currently at a secret state. In some situations, the system may want to hide its initial
location or its location at some specific previous instant; such requirements can be captured by
initial-state opacity [4] and K/infinite-step opacity [3, 5, 30, 31], respectively. More recently,
quantitative notions of opacity have been proposed for stochastic DES in order to measure the
secret leakage of the system; see, e.g., [32-37].

As we can see from the above discussion, “secret” in opacity analysis is actually a generic
concept. Based on what kind of information the user would like to hide, or equivalently, how
the intruder can utilize information to infer the secret of the system, existing notions of opacity
in the literature as reviewed above can generally be divided into the following two categories:

e Opacity for Current Information: the intruder wants to determine the current behavior
of the system based on the current observation. In other words, the user does not want
the outsider to know for sure that it is currently doing something secret. This category
includes, e.g., current-state opacity and language-based opacity.

e Opacity for Delayed Information: the intruder wants to determine the previous secret
behavior of the system at some instant based on the current observation. In other
words, the user does not want the outsider to know for sure that it has done something
secret at some previous instant. This category includes, e.g., initial-state opacity, K-step
opacity and infinite-step opacity. Note that delayed information is involved here as the
intruder does not need to specify the visit of a secret state immediately; it can use future
information to improve its knowledge about the previous instants.

There are also some works that combine these two types of opacity together, e.g., by combing
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current-state opacity and initial-state opacity, one can define the notion of initial-final-state

opacity [29].

1.2.2 Temporal-Logic-Based Path Planning

Path planning is a fundamental problem in robotics which asks to generate a planned
trajectory from an initial location such that such desired requirements can be fulfilled. Classical
planning problems usually focus on lower-level tasks such as obstacle avoidance or point-to-
point navigation [38, 39]. In the past decades, temporal-logic-based high-level path planning
for complex tasks has drawn considerable attention in the literature; see, e.g., [40-45]. In this
framework, the planning task is specified by linear temporal logic (LTL) or computation tree
logic (CTL). In particular, LTL can be used to represent many important properties such as safety,
liveness and priority [46]. By using automata-theoretic approach, algorithmic procedures are
developed to automatically generate correct-by-construction plans to achieve the given temporal
tasks.

While the temporal-logic-based planning has been extensively investigated for safety re-
quirements, security and privacy are also important concerns in many applications. For instance,
in robot data gathering problem, a robot needs to visit different locations in order to gather data
and then to transmit collected data to the cloud. However, the data transmission may not be
secure in the sense that there may exist an eavesdropper “listening" the communication. Such
information leakage may reveal some crucial secret behavior of the robot, e.g., some information
the robot does not intend to transmit may be inferred by the intruder. Therefore, one also needs
to incorporate such a security constraint in the path planning algorithm. Due to its importance,
security and privacy concerns have been drawing attentions in the robot path planning literature;
see, e.g., [47, 48].

Optimal LTL path planning problem was originally formulated in [49], where the optimiza-
tion objective is to minimize the worst cost between each satisfying instances. This framework
has been extended to the case of multi-robot [50, 51], where each robot may have a local task
or a team of robots need to collaborate to achieve a global task. Recently, sampling-based
techniques have been applied to improve the scalability of optimal path planning algorithm
[52, 53]. Optimal temporal logic path planning problems have also bee studied for stochastic
systems modeled as MDPs; see, e.g., [54-57]. However, none of the above mentioned works

considers security constraint.
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In the context of security-aware path planning, our work is most related to [58]. The
differences between our work and [58] are as follows. First, the planning task considered in
our work is a general LTL formula which is satisfied over infinite path, while [58] considers a
simple reachability task which can be satisfied within a finite horizon. Second, no optimality
is consider in [58]. Finally, the security requirement considered in our work is different with
that in [58]. Specifically, [58] considers to protect the current secret location of the robot,
while we consider to protect the initial secret location of the robot. We show that initial-type
secret has a nice property that it suffices to track a pair of observational equivalent states in the
system. Therefore, the complexity of our planning algorithm is independent from the number
of secret states and is always quadratic in the number of system states. However, the complexity
of the planning algorithm in [58] is based on the structure of K-detector, whose size grows
exponentially as the number of secret states increases.

In the computer science literature, the concept of hyper-properties [59] has drawn many
attentions in the past years, e.g., HyperLTL [60]. In particular, hyper-properties are closely
related to security requirements as it allows to specify the relationships among multiple paths.
Very recently, the authors of [61] show that initial-state opacity planning problem can be
specified as an instant of the HyperLTL planning problem; symbolic algorithms for finite
synthesis is also provided therein. This result is closely related to our results. However, initial-
state opacity considered in [61] is based on the equivalence of atomic propositions. In our
setting, atomic propositions are only used to specify the desired internal temporal task, while
the observation equivalence is specified by a new output function. This setting is more general as
the atomic propositions and the outputs can be different. Furthermore, our planning algorithm
is customized to initial-state security, which avoids the higher general complexity in HyperL.TL
synthesis.

Finally, our work is also related to opacity-enforcing supervisory control in the context of
discrete-event systems [17, 62-64]. However, the opacity control problem is essentially a reactive
synthesis problem whose complexity is exponential in the size of the system. Here, we consider
a security-aware path planning problem that can be solved more efficiently. Furthermore, no

LTL specification and optimality is considered in the opacity control problem.

1.3 Organization and Main Contributions

The organization and main contributions of this dissertation are summarized as follows.
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Chapter 2: System Models

In this chapter, we provide two system models used in this dissertation. Specifically, we model
discrete-event systems by deterministic finite-state automaton; the mobility of the robot in

workspace is modeled as a weighted transition system.

Chapter 3: Secure Your Intention: On Notions of Pre-Opacity in Discrete-Event Systems

([651)

In this chapter, we investigates an important information-flow security property called opacity in
partially-observed discrete-event systems. We consider the presence of a passive intruder (eaves-
dropper) that knows the dynamic model of the system and can use the generated information-flow
to infer some “secret” of the system. A system is said to be opaque if it always holds the plausible
deniability for its secret. Existing notions of opacity only consider secret either as currently
visiting some secret states or as having visited some secret states in the past. In this chapter,
we investigate information-flow security from a new angle by considering the secret of the
system as the intention to execute some particular behavior of importance in the future. To this
end, we propose a new class of opacity called pre-opacity that characterizes whether or not the
intruder can predict the visit of secret states a certain number of steps ahead before the system
actually does so. Depending the prediction task of the intruder, we propose two specific kinds
of pre-opacity called K-step instant pre-opacity and K-step trajectory pre-opacity to specify
this concept. For each notion of pre-opacity, we provide a necessary and sufficient condition as
well as an effective verification algorithm. The complexity for the verification of preopacity is
exponential in the size of the system as we show that pre-opacity is inherently PSPACE-hard.
Finally, we generalize our setting to the case where the secret intention of the system is modeled

as executing a particular sequence of events rather than visiting a secret state.

Chapter 4: Secure-by-Construction Optimal Path Planning for Linear Temporal Logic
Tasks ([66])

In this chapter, we investigate the problem of planning an optimal infinite path for a single
robot to achieve a linear temporal logic (LTL) task with security guarantee. We assume that
the external behavior of the robot, specified by an output function, can be accessed by a passive
intruder (eavesdropper). The security constraint requires that the intruder should never infer
that the robot was started from a secret location. We provide a sound and complete algorithmic

procedure to solve this problem. Our approach is based on the construction of the twin weighted
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transition systems (twin-W'TS) that tracks a pair of paths having the same observation. We
show that the security-aware path planning problem can be effectively solved based on graph
search techniques in the product of the twin-WTS and the Biichi automaton representing the
LTL formula. The complexity of the proposed planning algorithm is polynomial in the size of

the system model.

Chapter 5: Case Studies

In this chapter, two cases on security-aware robot path planning are presented. The first one
is protecting robot’s intention, and this type of security is naturally captured by the notion
of pre-opacity. The second case aims at securing robot’s starting point and it illustrates the

algorithm proposed in Chapter 4.

Chapter 6: Summary

In this chapter, We conclude this dissertation and discuss several interesting future research

directions.
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Chapter 2 System Models

In this chapter, we present two system models used in this dissertation. Specifically, we model
a discrete-event system by deterministic finite-state automaton; the mobility of the robot in

workspace is modeled as a weighted transition system.

2.1 Deterministic Finite-State Automaton

Let E be a finite set of events. A string is a finite sequence of events and we denote by E* the
set of all strings over E including the empty string €. For any string s € E*, we denote by |s| the
length of s with |e| = 0. A language L C E* is a set of strings, and L denotes the prefix-closure
of L,ie,L={ucE*:3veE st uvel)
We consider a discrete-event system modeled by a deterministic finite-state automaton
(DFA)
G=(X,E, f,X),

where X is the finite set of states, E is the finite set of events, f : X X E — X is the partial
deterministic transition function such that f(x, 0") = x” means that there exists a transition from
x to x” with event label o, and X, C X is the set of initial states. The transition function f
is also extended to f : X X E* — X recursively by: for any x € X,s € E*, 0 € E, we have
f(x,s0) = f(f(x,s),0) with f(x,€) = x.

The language generated by G from state x € X isdefinedby L(G,x) ={s € E*: f(x,s)!},
where “!" means “is defined”. Also, we define £(G, Q) := U,co £(G,x) as the language
generated from a set of states Q C X. Therefore, the language generated by G is L(G) :=
L(G, X,). For the sake of simplicity, hereafter, we assume that the system G is live, i.e., for any
x € X, there exists o € Z such that f(x, 0)!. In some situations, a DFA is also equipped with a
set of marked states X,, C X and we write a DFA with marked states as G = (X, E, f, Xo, X,n)-
Then the marked language of G is £,,(G) = {s € E* : Ixg € Xy s.t. f(x,s) € X,,.}.

2.2 Weighted Transition Systems

We consider a scenario where single mobile robot works in a workspace W C R?. The

workspace is partitioned as n disjoint regions of interest denoted by ry,...,r, and we denote
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by 7 :={1,---,n} the index set. In general, workspace regions can be of any arbitrary shape
partitioned based on the task properties and the dynamic of the robot; see, e.g., [67, 68] for
details on region partition. In this work, we focus on the task planning problem; hence, we
model the mobility of the robot in workspace as a Weighted Transition System (WTS) defined

as follows.

Definition 1. (Weighted Transition System) A weighted transition system is a 6-tuple
T = (Q’ QO’ -, W, ﬂp’ L)7

where

Q ={q; : i € I} is the set of states and each state q; indicates that the robot is at

location r;;

o (¢ C Q isthe set of initial states representing all possible starting locations of the robot;

e —C Q X Q is the transition relation such that (q;,q;) €— means that there exists a
controller that can drive robot from region r; to region r; without going through any
other regions;

o w:QXQ — Ry isa cost function that assigns each transition (q;,q;) €— a positive

weight w(q;, q ;) representing the cost driving the robot from region r; to regionrj, e.g.,

the distance between r; and r j;

o AP is the set of atomic propositions representing some basic properties of interest;

L : Q — 277 is the labeling function that assigns each state a set of atomic propositions.

Given a WTS T, an infinite internal path is an infinite sequence of states 7 =
T()7(2)7(3)--- € Q¢ such that 7(1) € Qp and (7(i),7(i + 1)) €—,Vi € N,. A finite
internal path of a WTS is defined analogously. Hereafter, an internal path will just be referred
as path for the sake of simplicity. We denote by Path® (T) and Path*(T) the set of all infinite
paths and the set of all finite paths in 7', respectively. The cost function w is considered to be
additive; therefore, the cost of a finite path 7 € Path*(T), denoted by J(7), is defined by

Joy= > wE@,Ti+1), (2-1)

where |7| is the length of the path. In words, the cost J(7) captures the total cost incurred by

during the execution of finite path 7.



YELALY

HANGHAI JIAO TONG UNIVERSITY

Verification and Synthesis of Opacity for Cyber-Physical Systems

Chapter 3 Secure Your Intention: On Notions of

Pre-Opacity in Discrete-Event Systems

3.1 Introduction

In this chapter, we investigate opacity from a new angle by considering the system’s
intention of executing some particular behavior as the secret. Then we propose a new type of
opacity, called pre-opacity, to characterize whether or not the secret intention of the system
can be revealed. We follow the standard setting of opacity by considering a passive intruder
modeled as an eavesdropper that knows the model of the system. Then we propose two notions
of pre-opacity called K-step instant pre-opacity and K-step trajectory pre-opacity; the former
requires that the intruder cannot determine K-step ahead for sure that the system will be at secret
states for some specific instant, while the latter requires that the intruder cannot determine K -step
ahead for sure that the system will visit secret states in the future without the need of specifying
the instant of being secret. Properties of these two notions of pre-opacity are investigated and
we show that instant pre-opacity is strictly weaker than trajectory pre-opacity. Furthermore, for
each pre-opacity, we provide necessary and sufficient condition as well as effective verification
algorithm. We show that both properties are PSPACE-hard; hence the exponential verification
complexity is unavoidable. Also, we discuss the case where “secrets" are modeled as a sequence
pattern rather secret states.

In the systems theory, there are three fundamental types of estimations problems: filtering,
smoothing and prediction. Essentially, current-state opacity can be viewed as the plausible
deniability for secret under filtering and infinite/K-step opacity can be viewed as the plausible
deniability for secret under smoothing. Analogously, the proposed notion of pre-opacity can
also be interpreted as the plausible deniability for secret under prediction. Therefore, our new
notion also generalizes the framework of opacity from the systems theory point of view.

The proposed notion of pre-opacity, in particular, trajectory pre-opacity, is closely related to
the notion of fault predictability (or prognosability) in the literature; see, e.g., [69-74]. However,
predictability requires that any fault can be predicted before its occurrence, but our notion of
pre-opacity requires that any secret cannot be predicted before it actually happens. Furthermore,

our notion of instant pre-opacity is much more different since it requires to determine the precise
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instant of being secret, which is not required in predictability analysis. Also, in fault prediction
problems, once the system becomes faulty, it is faulty forever. However, in pre-opacity analysis,
the system’s behavior can become secret/non-secrete intermittently in the sense that, even when
the intruder fails to predict the first secret behavior, it may still has chance to predict some future
secret so that the security of the system can still be threatened. Therefore, although predictability
is conceptually related to our notion of pre-opacity, these two properties are technically very
different.

The rest of the chapter is organized as follows. In Section 3.2, we describe the system
model and review the existing notions of opacity. Section 3.3 introduces the two new notions
of pre-opacity and discusses their properties. In Section 3.4, we provide effective algorithms
for the verification of notions of pre-opacity. The proposed pre-opacity is further generalized

to the case of sequence pattern in Section 3.5. Finally, we conclude this chapter by Section 3.6.

3.2 Preliminaries

Following the standard setting of opacity, we assume that the intruder is modeled as a passive
observer (eavesdropper), which has the full knowledge of the system’s structure. By “passive",
we mean that the intruder can only observe some behavior generated by the system, but it cannot
actively affect the behavior of the system. Formally, we assume that the event set E is partitioned
as:

E = E,UE,,,

where E, and E,,,, are the set of observable events and the set of unobservable events, respectively.
The natural projection from E to E, is a mapping P : E* — E defined recursively by:
P(e) = ¢ and P(so) = | [T Hfoek (3-1)
P(s) ifoc¢kE,,
The natural projection is also extended to P : 2E° — 2% ie, P(L) = {t € E} : 3s €
Lst P(s)=t}forany L C E™.

When string s € L(G) is generated by the system, the intruder observes P(s) and it can
use this observation together with the dynamic model of the system to infer which state the
system could be in at some specific instant. In opacity analysis, it is assumed that the system
has a set of secret states, denoted by Xg € X. Roughly speaking, a system is said to be opaque

if the intruder can never determine for sure that the system is/was at a secret state based on
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its observation. Here, we review the notion of K-step opacity which can be used to define

current-state opacity and infinite-step opacity.

Definition 2. (K-Step Opacity) Given system G, set of observable events E,,, set of secret states
Xs, and non-negative integer K € N, system G is said to be K-step opaque (w.r.t. E, and Xs) if

(Vxo € Xo, Vst € L(G,xp) : f(x0,5) € Xs A|P(t)| < K)
(Ix; € Xo)(3s't € L(G,x))) s.t.
[P(s) = P(s)] A [P(2) = P(')] A [f(xg,57) & Xs]. (3-2)

Furthermore, system G is said to be
e current-state opaque if it is 0-step opaque;

e infinite-step opaque if it is K-step opaque for any K > Q.

Intuitively, K-step opacity says that, whenever the system visits a secret state, it should be
able to keep this secret unrevealed within the next K steps. In other words, the intruder should
never be able to determine that the system was at a state secret for any instant in the past K steps.
Note that current-state opacity can be viewed as a special case of K-step opacity (K = 0) as it
essentially requires that the intruder cannot determine for sure that the system is currently at a
secret state. To verify current-state opacity, one can construct the current-state estimator (or the
observer) and check whether or not there exists a reachable estimator state that only contains
secret states. The verification of K-step opacity and infinite-step opacity are more involved as
they require the computation of delayed state estimate, which can be done by constructing the

two-way observer[5].

Example 1. Let us consider system G| shown in Figure 3—I(a), where Xs = {4,7} and
E, = {a,b,c}. Clearly, this system is current-state opaque. For example, by observing ab,
the intruder cannot determine whether the system is at secret state 4 or at non-secret state 5
since P(ab) = P(uab) = ab. Similarly, when secret state 7 is reached via uabc, the intruder
still cannot distinguish this state from non-secret state 6. On the other hand, this system is not
1-step opaque. This is because, by observing abcb, the intruder can determine for sure that the

system was at secret state T one step ago. Therefore, G, is also not infinite-step opaque.

3.3 Notions of Pre-Opacity

In this section, we first provide the definitions of K-step instant pre-opacity and K-step trajectory

pre-opacity for DES. Then we discuss properties of the proposed notions of pre-opacity.

11
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(@ G (b) G,

Figure 3—1 For both systems, we have X, = {0}, Xs = {4,7} and E, = {a, b, c}.

3.3.1 Definitions of K-step Instant/Trajectory Pre-Opacity

In the existing notions of opacity, secret is either characterized by whether the system is
doing something secret (current-state opacity) or characterized by whether the system has done
something secret (K-step and infinite-step opacity). These settings essentially assume that the
system is operating against an intruder whose functionality is a current-state estimator or a
delayed state-estimator.

However, in some applications, what the system wants to hide might be its intention,
i.e., maintain the plausible deniability for its willing to do something secret in the future. In
this setting, the system is essentially operating against an intruder that can be interpreted as
a predictor. More specifically, the user may require that the intruder should never be able to
determine its intention of visiting a secret state too early, which is characterized by a parameter
K. To this end, we first propose the notion of K-step instant pre-opacity as follows; the reason

why we use terminology “instant" here will be clear soon.

Definition 3. (K-Step Instant Pre-Opacity) Given system G, set of observable events E,, set
of secret states Xs, and non-negative integer K € N, system G is said to be K-step instant
pre-opaque (w.r.t. E, and Xg) if

(Vxo € Xo,Vs € L,(G,x0))(Vn > K)

(3x; € Xo,3s" € L,(G,x(),3t € L(G, f(x(,s)) s.t.

[P(s) = P(s)] A [lt] =n] A f(xg,5'1) € Xs] (3-3)

where
L,(G,x) = (L(G,x) NE'E,) U{e}
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is the set of strings generated from x that end up with observable events including the empty

string.

Intuitively, K-step instant pre-opacity requires that, for any string s generated from some
initial state x, and any future instant n > K, there exists another observation-equivalent string
s’ generated from some initial state x;, such that s’ can reach a non-secret state in exact n steps.
In other words, the intruder can never determine more than K steps ahead, based on its current
observation, that the system will visit a secret state at some future instant. Therefore, K can be
viewed as a parameter that determines how early the user does not want to reveal its intention.
For instance, if K = 2, then the user may allow the intruder to determine just one step ahead

that it will visit a secret system. We use the following example to illustrate this notion.

Example 2. First, let us consider again system G in Figure 3—1(a). One can easily check that
this system is 1-step instant pre-opaque. For example, for string a € L,(G), the intruder cannot
predict for sure that the system will be at a secret in one step since there exist another string
ua and its one-step extension b such that P(ua) = P(a) but f(0,uab) =5 ¢ Xs. Similarly,
the intruder also cannot predict for sure that the system will be at a secret after 2 steps. For
example, when observing e, the system may reach non-secret state 3 in two steps, which protects
the possible secret intention of executing ab; when observing a, the system may reach non-secret
state 6 in two step, which protects the possible secret intention of executing uabc.

However, for system G, in Figure 3—1(b), where Xs = {4,7} and E, = {a, b, ¢}, one can
check that this system is not 1-step instant pre-opaque. This is because, by observing c, the
intruder can determine for sure that the system is either at state 2 or at state 5. However, from
either state 2 or 5, the system will reach a secret state in the next step. Therefore, its intention

of visiting secret states will be revealed one step before it actually happens.

Remark 1. In Definition 3, “step” is counted by the number of occurrences of actual events
rather than the occurrences of observable events, i.e., we consider |t| = n rather than |P(t)| = n.
We believe this setting is more natural for predicting future instants. Furthermore, we consider
string s in L,(G,xq) rather than L(G,xq). This implicitly assumes that the intruder will make
a prediction immediately after observing a new observable event. Hereafter, we will introduce

the main developments based on this setting.

Note that K-step instant pre-opacity requires that the intruder cannot predict K-step ahead
that the system will visit a secret state at some specific instant. This is also why we call it

“instant" pre-opacity. However, in some situations, the intruder may just want to know whether
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or not the system will visit a secret state in the future without the need of telling the specific
instant. For instance, for G, in Figure 3—1(a), after observing a, although the intruder cannot
determine for sure the specific instant when the secret state will be reached (the system will visit
a secret state in one step or in two steps), it can still tell that the system will visit a secret state
within the next two steps and at least one step before the occurrence of the first secret state. To

capture this scenario, we propose the notion of K-step trajectory pre-opacity.

Definition 4. (K-Step Trajectory Pre-Opacity) Given system G, set of observable events E,,, set
of secret states Xs, and non-negative integer K € N, system G is said to be K-step trajectory

pre-opaque (w.r.t. E, and Xs) if

(Vxo € Xo,Vs € L,(G,xp))(Vn > K)
(3x} € Xo, 35" € L,(G,xp), It € L(G, f(x(,57)) s.t.
[P(s) = P(sO] A [lt1] = KT A [|t122] = n]A

[Vw e@  f(xg. s'tiw) € Xs]

Intuitively, K-step trajectory pre-opaque says that the intruder will never be able to deter-
mine K-step ahead for sure that the system will visit a secret state. More specifically, if a system
is not K-step trajectory pre-opaque, then according to Definition 4, it means that there exist a
string s and an integer n > K such that any observation equivalent string s” must pass a secret
state between the next Kth instant and the next nth instant in the future. In other words, the
intruder can determine the system’s intention of visiting a secret state more than K-step ahead.

We use the following example to illustrate this notion.

Example 3. Let us consider again G shown in Figure 3—1(a) and we have shown in Example 2
that this system is 1-step instant pre-opaque. However, it is not 1-step trajectory pre-opaque.
For example, let us consider € € L,(G) and n =4 > 1 = K. Note that € itself is the only
observation equivalent string in L,(G). However, any 4-step extension of €, either abca or
uabc, will necessarily pass a secret state between the first instant and the forth instant. On
the other hand, this system is 3-step trajectory pre-opaque. This is because the only instant
to predict the visit of a secret state 3-step ahead is when observing €. However, with this
observation, it is possible that the system will be at state 6, from which no secret state will be
visited, after three steps. Therefore, the intruder can never determine 3-step ahead for sure that

a secret state will be visited.
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(Current-State)

0-Step Traj. Pre-Op. =  0-Step Inst. Pre-Op. i 0-Step Op.
) U )
1-Step Traj. Pre-Op. =  1-Step Inst. Pre-Op. 1-Step Op.
v y ]
i U fi
(21X1-1) -Step Traj. Pre-Op. = (2*1—-1)-Step Inst. Pre-Op. (zlxlﬁZ)-Step Op.

I
2X-Step Traj. Pre-Op. =  2XI-Step Inst. Pre-Op.

0
U II Infinite-Step Op.

Figure 3-2 Relationships among different notions of opacity and pre-opacity.

Remark 2. Similar to the interpretations of current-state opacity and K -step opacity, where the
system is operating against the current-state estimator and delay-state estimator, respectively,
here one can image that the system is operating against an intruder working as a predictor (for
its secret intention). Roughly speaking, both K-step instant pre-opacity and K-step trajectory
pre-opacity require that the intruder can never predict its secret K-steps ahead. However, the
specific prediction tasks of the “virtual predictor" in these two notions are different: in instant
pre-opacity, the predictor also needs to identify the precise future instant at which the system
will be at a secret state, while in trajectory pre-opacity, the predictor just needs to identify the

inevitability of passing through a secret state without specifying the visiting instant.

3.3.2 Properties of Pre-Opacity

Now, we discuss properties of the proposed notions of pre-opacity and their relationships
with other notions of opacity in the literature. First, we show that, for any K, K-step instant

pre-opacity is weaker than K-step trajectory pre-opacity.
Proposition 1. If G is K-step trajectory pre-opaque, then it is K-step instant pre-opaque.

Proof. This result follows directly from the definitions. If the system is K-step trajectory pre-
opaque, then by setting ¢ in Definition 3 as #,#, in Definition 4, we know that the system is

K-step instant pre-opacity. O

The intuition of the above result can also be interpreted as follows. For the case of instant

pre-opacity, the prediction task of intruder is more challenging than that for the case of trajectory
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opacity due to the need of determining the specific secret instant. Therefore, from the system’s
point of view, the underlying security property becomes weaker.

Also, by definitions, we note that K-step instant pre-opacity becomes weaker when K
increases, i.e., K-step instant pre-opacity always implies (K + 1)-step instant pre-opacity. How-
ever, the following result shows that there is an upper bound for K in instant pre-opacity, i.e.,
pre-opacity will not keep getting strictly weaker when K increases.

To present our result, we introduce two necessary concepts. First, for each state x € X, the

set of states that can be reached from x in exactly K steps is define by
Rx(x)={x"eX : s L(G,x) s.t. f(x,5)=x"A|s|=K}. (3-4)

For a set of states ¢ C X, we also define Rx(gq) := |U,, Rk (x) as the set of states that can be

xeq
reached from set g in exactly K steps.
Also, let @ € P(L(G)) be an observed string. Then the current-state estimate upon the

occurrence of a without the unobservable tail is defined by
E(a)={f(xp,5)€X : Axge Xy, s€ L,(G,x0) s.t. P(s)=a}. (3-5)

Then we have the following the theorem showing the upper bound of K in instant pre-

opacity.

Theorem 1. For any K’ > K > 2X1 — 1, system G is K’-step instant pre-opaque, if and only if,
G is K-step instant pre-opaque.

Proof. ltis trivial that K-step instant pre-opacity implies K’-step instant pre-opacity. Hereafter,
we show that K’-step instant pre-opacity also implies K-step instant pre-opacity. Without loss
of generality, we assume that K’ = K + 1 as the argument can be applied inductively.

Now we assume, for the sake of contradiction, that G is not K-step instant pre-opaque but
G is (K + 1)-step instant pre-opaque, where K > 21X — 1. This implies that there exists an

initial state xo € Xy and a string s € £, (G, x() such that

(VX6 € XO)(VSI € -EO(G’xé)’ s't € L(G’x(,)))
[P(s) = P(s") Alt] = K] = [[f(xg,5'1) € Xs].

Equivalently, we have Rx (§(P(s))) C Xs. Since for any i € N, R;(&(P(s))) is non-empty
and it has at most |X| elements, there are only (2X! — 1) choices for R;(&(P(s))). Moreover,
since the cardinality of multi-set {R;(E(P(s))) : j =0,1,--- , K} is K +1 > 2XI > 2IXI

16



> x> 4 K
Y HAARYE
v ~ j‘
HANGHAI JIAO TONG UNIVERSITY

Verification and Synthesis of Opacity for Cyber-Physical Systems

a u a
-O--@)
Figure 3-3 A system that is current-state opaque but is not O-step instant pre-opaque, where Xg = {1} and
Euo = {M}

we know that there exist two integers 0 < m < n < K, such that R,,(E(P(s))) = R.(E(P(s))).

Then we know that

Riin-m(E(P(5))) = Ri—m(R.(E(P(5))))
= Ri_m(Rn(E(P(5)))) = Rk (E(P(5))) C Xs (3-6)

i.e., for initial state xy, € X, and string s € £,(G, x), we also have that

(Vx{ € Xo)(Vs" € L,(G,x(),s't € L(G,x{))
[P(s) =P(s)At|=K+n—-—m] = [f(x),s't) € Xs].

Since K +n —m > K + 1, we know that (K + 1)-step instant pre-opacity is violated, which is a

contradiction. O

One may conjecture that O-step instant pre-opacity is equivalent to current-state opacity.
However, it is not exactly the case. For example, let us consider system G5 shown in Figure 3—
3. This system is current-state opaque as the intruder cannot distinguish states 1 and 2 after
observing a due to unobservable event u. On the other hand, it is not O-step instant pre-opaque
according to our definition since the intruder can predict one step ahead for sure that the system
will reach the secret state when observing nothing. This difference is due to the fact that we
consider instant in terms of actual event steps rather than the observation steps. The only
conclusion we can draw is that current-state opacity is weaker than O-step instant pre-opacity,

which is stated as follows.
Proposition 2. If G is O-step instant/trajectory pre-opaque, then G is current-state opaque.

Proof. 1t suffices to show that O-step instant pre-opacity implies current-state opacity since
O-step trajectory pre-opacity is stronger than O-step instant pre-opacity. Suppose G is O-step
instant pre-opaque. Let us consider arbitrary initial state x, € X, and string s € L(G, x¢). Note
that for string s, we can always find § € £,(G, x(), by removing the unobservable tail (if any)

of s such that P(s) = P(§). Since G is O-step instant pre-opaque, by setting n in Definition 3 as
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n = 0, we know that there exist x| € X, and s" € £,(G,x/)) such that P(s’) = P(§) = P(s) and

f(x{,s") ¢ Xs. This means that the system is current-state opaque. O

Based on the above discussion, we summarize the relationships among the proposed notions

of pre-opacity and existing notions of opacity in Figure 3-2.

Remark 3. Finally, we note that the proposed concept of pre-opacity is also related to the
notion of fault predictability or fault prognosability in the literature [69-71], which captures
whether or not a fault event can always be predicted unambiguously a certain number of steps
ahead before it actually occurs. Conceptually, by considering the visit of secret states as fault,
trajectory pre-opacity can be viewed as a dual problem of predictability. However, trajectory
pre-opacity is not exactly non-predictability. The former requires that all secret paths cannot be
predicted, while the latter says some fault path cannot be predicted. Furthermore, our notion of
instant opacity is quite different from predictability as we need to determine the specific instant

of being secret; this issue does not occur in predictability analysis.

3.4 Verification of Pre-Opacity

In this section, we show how to verify the proposed notions of pre-opacity. Specifically, we
present two state-based necessary and sufficient conditions for K-step instant pre-opacity and
K-step trajectory pre-opacity, respectively, that can be checked using the observer structure.

Then we discuss the complexity of the verification problems.

3.4.1 Necessary and Sufficient Condition for Instant Pre-Opacity

Recall that a system is not K-step instant pre-opaque if after some observation, each possible
state (immediately after the observation) will visit a secret state in exactly n steps for some
n > K. This suggests that K-step instant pre-opacity can be checked by combining the current-
state estimation together with the reachability analysis. To this end, we further introduce some
necessary notions.

We say that a state x € X is a K-step indicator state if it will reach a secret state inevitably
in exactly K steps, i.e.,

Rk (x) € Xs.

For any K € N, we define
SK ::{XEXZRK(X)QXS}QX
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as the set of K-step indicator states.
Then the following theorem shows that K-step instant pre-opacity can be simply charac-

terized in terms of current-state estimate and K-step indicator states.

Theorem 2. System G is K-step instant pre-opaque if and only if
Ya € P(L(G)),Vn>K : E(a) ¢ 9,.

Proof. (=) By contraposition. Suppose that there exists a string @ € P(£(G)) and an integer
n > K such that &(a) C J,,. Let us consider an initial state x, € X, and a string s € L,(G, xo)
such that P(s) = a. Since &(a) C J,, for any initial state x, € Xy and string s € L,(G, x¢)
such that P(s") = a, we have f(x),s") € J,, i.e., R,(f(x;,s")) S Xs This means that for for
any t € L(G, f(x;,s")) and |t| = n, we have f(x(, s't) € Xg. This means that system G is not
K-step instant pre-opaque.

(<) Still by contraposition. Suppose that G is not K-step instant pre-opaque, which means

that there exists an initial state xo € X, a string s € £L,(G, x¢) and an integer n > K such that
(Vx} € Xo)(Vs" € L,(G,x(),s't € L(G,x())

[P(s) =P(s)A|t|=n= f(x{,5't) € Xs]

Then let @ = P(s). Clearly, we have R,(&(@)) C X, ie., E(a) € J,. This violates the

condition in the theorem. O

Theorem 2 essentially provides a state-based characterization of the language-based defi-
nition of K-step instant pre-opacity. However, it still cannot be directly used for the verification
of instant pre-opacity. The main issue is that we need to check whether or not E(a) ¢ J,
for any n > K, which has infinite number of instants. The following result further generalizes

Theorem 2 and shows that it suffices to check E(a) ¢ J,, for a bounded number of instants.
Proposition 3. For any a € P(L(G)), the following two statements are equivalent:

(i) Vn> K : E(a) ¢ T,

(i) Vn e {K,K+1,....,K+2X1 -1} : () ¢ J,.

Proof. (i)=(ii) is trivial.  Hereafter, we show that (ii))=(i). Let g := &E(a) and
we consider the reachable set of ¢ for each instant between K and K + 21X — 1, e,

Rk (q),Rk+1(q), ..., Rgaxi_1(q). Forany n € {K,...,K +2XI -1}, since g ¢ J,, we
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know that there exists x € g such thatx ¢ J,,,i.e., R,(x) € Xs. Since R,,(¢) = U
know that R,,(¢) ¢ Xs forany n € {K,...,K +2XI -1},

Now we note that set {R;(g) : K <i < K +2XI -1} c 2¥ is non-empty, so it contains at

veq Rn(x), we

most 21X! elements. Therefore, there must exist two instants K < i < j < K +2X! — 1 such that

Ri(q) = Rj(q). Furthermore, by the definition of K-step reachable set, we have

R,k (q) = R,(Ri(q)) = R (R, (q))

Then for any instant n’ > K + 2X| — 1, we can always write it in the form of
n=i+(j-i)Xk+m

where 1 < k,0 < m < (j —i) are two integers. Furthermore, since R;(q) = R;(g), we have

Ri(q) = Ris(j-iyxk (q) for any k > 0, so
R.(q) = Rm(Ri+(j—i)xk(C])) = R,1i(q).
However, since m < j — i, we have m +i < j. Therefore,
V' > K+2%—1:R,(q) = Rysi(q) € Xs.

This further implies that
v’ > K+2%1-1:¢4¢9,,

which completes the proof. O

One may ask why we need to search for the entire next 2'X! instants to obtain the upper
bound in Proposition 3. However, this upper bound seems to be unavoidable. To see this, let
us consider the system shown in Figure 3—4, where all events are unobservable and red states
denote secret states. This system is not K-step instant pre-opaque for any K since one can
determine for sure (by observing nothing) that the system will be at a secret state for instants
k-30,k =1,2..., where 30 is the least common multiple of cycle lengths 2, 3 and 5. Therefore,
the first violation of () ¢ J,, occurs at n = 30. Similarly, one could add more states to create
more such cycles and the upper bound for searching J,, will grow exponentially. However, this
exponentially searching bound is only needed when the system contains unobservable events. In
the following result, we show that such an upper bounded search can be avoided for the extreme

case when there is no unobservable event in the system.
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Figure 3—4 A system where all events are unobservable and red states denote secret states.

Proposition 4. Under the assumption that all events in G are observable, then G is K-step

instant pre-opaque if and only if
Va € P(L(G)) : E(a) ¢ Tk.

Proof. The necessity follows directly from Theorem 2. To show the sufficiency, suppose that
Va € P(L(G)) : E(a) ¢ Tk and assume that G is not K-step instant pre-opaque. Then by
Theorem 2, we know that there exist @ € P(L(G)) and n > K such that (@) € J,,. In other

words, we have that

(Vxo € Xo0)(Vs € L,(G,xp), st € L(G,xo))
[P(s) =a Alt| =n] = [f(xo,51) € Xs]

For any ¢ satisfying above condition, we let r = #,t,, where |t;| = n — K and |t,| = K. Then we
know that Rx (E(P(st1))) C Xs, i.e., E(P(st;)) € T, which is a contradiction. O

3.4.2 Necessary and Sufficient Condition for Trajectory Pre-Opacity

Now we discuss the case of K-step trajectory pre-opacity. First, we say that a state x € X is a
non-indicator state if there exists an infinitely long string defined from this state along which

no secret state is visited. Formally, we define the set of non-indicator states by

N=lrex: (Vn > 0)(3i€ L(G,x) : |s| > n)
(Ve e {sH[f(x,1) & Xs]

Since the number of states in G is finite, a state is a non-indicator state if and only it can reach

(3-7)

a cycle, in which all states are non-secret, via a sequence of non-secret states. In other words,
if a state is not in N, then it is an indicator state in the sense that a secret state will be visited

inevitably from this state.
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Remark 4. Note that a state is not a non-indicator state does not necessarily imply that it is
a K-step indicator state for some K since the latter requires the system to be at a secret state
for some specific instant while the former does not require this information. Furthermore, a
state is an indicator state does not imply that any state reachable from this state is an indicator
state. This is because after passing through a secret state, the status of indicating may become

non-indicating.

Therefore, if the system is at a state whose K-step reachable set is a subset of indicator
state, then based on this state information, one can predict K-step ahead that a secret state will
be visited. We define

Nk ={xeX:Rgk(x) NN #£0} C X

as the set of states the intruder cannot make such a prediction. Then we have the following

theorem.

Theorem 3. System G is K-step trajectory pre-opaque if and only if
Vo € P(L(G)) : E(a) N Nk # 0.

Proof. (=) By contradiction. Suppose that G is K-step trajectory pre-opaque and assume
that there exists a string @ € P(L(G)) such that &(@) N Nx = 0 holds. According to
Definition 4, for any n > K, there exists x; € Xo,s" € L,(G,xp),s'tit, € L(G,x;) such that
P(s") = P(s) = a,|t] = K, |t] =n— K and for any w € @, we have f(x),s'tyw) ¢ Xs.
Now, let us choose n such thatn > |X| + K, i.e., [t;| > |X|. Since f(x(, s’t,1,) can pass through
at most | X| states, there are at least two repeated states that forms a cycle along the path of ¢,
starting from f'(x;, s't;). This immediately implies that f(x(, s’t;) € N. Furthermore, we have
f(x},s't1) € Rg(f(x;,5")) since || = K. Therefore, we have Rg (f(x),s)) NN # 0, ie.,
f(x},s") € Ng. Since P(s") = aand s’ € E*E, U{e}, we have f(x],s’) € &(a), which implies
that &(a) N Nk # 0. This, however, contradicts to our assumption.

(&) By contradiction. Suppose that for any & € P(L(G)), we have &(a) N Nk # 0 and
assume that G is not K-step trajectory pre-opaque, i.e., there exist a state x, € Xj, a string

s € L,(G,xp) and an integer n > K such that

(Vx{ € Xo)(Vs' € L,(G,x}),Vtit, € L(G, f(x{, ")) s.t.
[P(s) = P(s") Alti] = K A [|t1t2] = 1]
= [Awe{t) : f(x), s'1w) e Xs] (3-8)
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Let us consider an arbitrary state x in &(P(s)). This means that there exist a state x, € Xo
and a string s" € £L,(G, x;) such that f(x;,s") = x and P(s") = P(s). However, according to
Equation (3-8), any string of length n from state x must pass through a secret state between its
Kth instant and its nth instant. This means that Rg (x) N N = 0, i.e., x ¢ Nx. Note that x is an
arbitrary state in &(P(s)). Therefore, we have E(P(s)) N Nk = 0. However, this contradicts to
our assumption that &(a) N Nx # 0 for any @ € P(L(G)). O

3.4.3 Verification Algorithms

Now, let us discuss how to use the derived necessary and sufficient conditions to verify K-step
instant or trajectory pre-opacity. To this end, we need to compute
e All possible state estimates, i.e., {E(@) : @ € P(L(G))};
e A set of n-step indicator states for K < n < K +2XI - 1,ie., {Jk,..., Tx,ax_,} (for
instant pre-opacity);
e The set of states whose K-step reachable set contains at least a non-indicator state, i.e.,

Nk (for trajectory pre-opacity).

3.4.3.1 Computation of &(a)

Note that, compared with the standard current-state estimate, the state estimate considered here
does not contain the unobservable tail. This can be computed by a slightly modified version
of the standard observer automaton (we still call it observer here for the sake of simplicity).

Formally, the observer of G is a new DFA

ObS(G) = (Qtha Eo’ ﬁ)bs’ Q()hs,O)’

where Q,,s € 2% \ 0 is the set of states, E, is the set of events, g,,s0 = Xo is the initial
state, and f,ps : Qops X E, — Qops 1S the deterministic transition function defined by: for any

q € Qops, 0 € E,, we have
fors(q,0) ={xeX :Ix"eq,wekE, st f(x',wo)=x} (3-9)
For the sake of simplicity, we only consider the reachable part of the observer. Then we have
Va € P(L(G)) : f(qobs0-@) = E(a).

Therefore, all possible state estimate &(a) can be computed with complexity O (|E,|2/X1).
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3.4.3.2 Computation of J,,

For any give n > 0, one can compute J,, by backtracking n steps from the set of all secret states.

Formally, one can define an operator F : 2X — 2% by: for any g € 2%, we have
F(g)={xeX:VYoeE, f(x,0)!st. f(x,0)€q}. (3-10)
Then one can easily check that
I, = F"(3) with I = Xs

which can be computed with complexity O (n|E,||X]).

3.4.3.3 Computation of N

To compute Nk, first we need to compute the set of non-indicator states N. To this end, we
can remove all secret states in G and compute all strongly connected components, i.e., cycles;
this can be done by, e.g., Kosaraju’s algorithm with a linear complexity in the size of G [75].
Then those states that can reach a non-secret cycle are the set of non-indicator states. Therefore,
computing set N can be done in O(|E||X]|). In order to compute Nk, one can backtrack from

N using another operator W : 2X — 2% defined by: for any g € 2%, we have
W(g)={xe X :3o € Est. f(x,0) € q}. (3-11)
Then one can easily check that
Nx = WE(Ny) with Ny = N

which can be computed with complexity O(K|E,||X|). Therefore, the overall complexity for
computing set Nx is O(K|E,||X]).

Based on the above discussions, we summarize the algorithms for the verification of K-
step instant pre-opacity and K-step trajectory pre-opacity by Algorithm INs-PRE-OpPA-VER and
Algorithm TRAJ-PRE-OPA-VER, respectively. The complexity of Algorithm INS-PRE-OPA-VER
is O(JE,2XI[K + (K + 1) + -+ (K + 22X = D]IE,|1X]) = O(JE,*|X|(K + 2X1=1)22IX1y for
the general case and is O(K|E,|*|X|2'X!) under the assumption that there is no unobservable
event. The complexity of Algorithm TRAJ-PRE-OPA-VER is simply O (K|E,|?|X|2X!), which is
dominated by the size of the observer. We illustrate the verification algorithms by the following

examples.
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Algorithm 3-1 INS-PRE-OPA-VER

Input: System G with Xg, E, and K

Output: YEs or No

1

10:
11:
12:
13:

14:

. Construct the observer 0bs(G)

there is no unobservable eventin G M «— 0 M « 2XI — ]

: for g € Q,ps do
forne {K,K+1,...,K+M} do
if ¢ € J, then
return No
end if
end for
end for

return YES

if there is no unobservable event in G then
M —0

else
M« 2XI -1

end if

Algorithm 3-2 TrRAJ-PRE-OPA-VER

Input: System G with Xg, E, and K

Output: YEs or No

1

2

3:
4.
5:
6:

. Construct the observer 0bs(G)
: for g € Q,ps do
if g N Nx = 0 then
return No
end if
end for

return YES
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Figure 3-5 Observers for G; and G, respectively.

Example 4. Let us consider again system G| shown in Figure 3—1(a) and we verify whether
or not it is K-step trajectory pre-opaque. First, we build its observer Obs(G,) as shown
in Figure 3-5(a). The only non-indicator state is 6, i.e., N = {6}. For K = 2, we have
N, = W2({6}) = {2,4,5,6,7}. Since {0} N {2,4,5,6,7} = 0, we know that G, is not 2-step
trajectory pre-opaque. However, for K = 3, we have N5 = W*({6}) = {0,2,3,4,5,6,7}
and each observer state has a common element with N5. Therefore, G| is 3-step trajectory
pre-opaque. These results are also consistent with our previous intuitive analysis.

However, this system is K-step instant pre-opaque for any K > 0. To see this, it suffices to

consider the case of K = 0. In this case, we have

SO = {4’7}’81 = {2’5}’ 82 = {3}’33 = {1}’
Sy=F5=- =0

Therefore, no observer state is a subset of any 3;, which implies 0-step instant pre-opacity.

Example 5. For system G, shown in Figure 3—1(b), its observer is shown in Figure 3-5(a).

Then we have

To={4,759,={25,.9,={3}.93=0,=---=0
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However, for observer state {2,5}, we have {2,5} C 3, which means that G, is not 1-step
instant pre-opaque. On the other hand, G, is K-step instant pre-opaque for any K > 2 as no
state in Obs(G,) is a subset of any J,,,n > 2.

3.4.4 The Complexity of K-Step Pre-Opacity

Note that the complexity of Algorithm INs-PRE-OPA-VER and Algorithm TRAJ-PRE-OPA-VER
are both exponential in the number of states in G. Next, we show that both properties are

essentially PSPACE-hard; therefore, the exponential complexity seems to be unavoidable.

Theorem 4. Deciding whether or not G is K -step instant (or trajectory) pre-opaque is PSPACE-

hard even when G is deterministic.

Proof. Given two non-deterministic automata (NFAs) G, = (X, E, fi,X10) and G, =
(X2, E, f2, X50), the problem of language containment asks to decide whether or not L(G;) C
L(G,). This problem is known to be PSPACE-hard. Hereafter, we show that checking K-
step instant/trajectory pre-opacity is also PSPACE-hard by reducing the language containment
problem to the pre-opacity verification problem.

Let G, = (X1, E, f1, X10) and G, = (X5, E, f>, X>5,0) be two NFAs with initial states X
and X, o, respectively. Without loss of generality, we assume G, and G, are live; otherwise, we
can add a self-loop with a new event at each state in G; and G,. Note that, in the analysis of pre-
opacity, we assume that the transition function is deterministic; this gap can be bridged by using
unobservable events to mimic non-determinism. Formally, let E,, = {uy, u,, ..., u;} be a set of
new unobservable events. Then for each NFA G;, we construct anew DFA G; = (X, E, f., X.0)
by: X, =X, U{(x,0) € X; xE: fi(x,0)!}, E = EUE,, Xio = Xi,o, andfi X, xE - X;
is the deterministic transition function defined by: for any f;(x,o)!, we have f;(x,o) = (x, o)
and fi(x,0) = {fi((x,0),u) : u € E,}. The construction of G; is illustrated by Figure 3—6.
Clearly, one has L(G,) C L(G,) iff P(L(G1)) C P(L(G»)).

Now we construct a new DFA G = (X, E, f, X,) by taking the union of G, and G», i.e.,
X = X, UX,, f is consistent with f; and f, and X, = X, o U X5. Then, for system G, we
let Xg = X; and E,, be the set of unobservable events. We show that G is O-step instant (or
trajectory) pre-opaque if and only if £(G,) € L(G>).

(=) To see this, we suppose that £(G) € L(G,), then we know that there exists a string
s € L(G)\ L(G>),i.e., there exists astringt € P(L(G1))\P(L(G,)), since L(G,) € L(G,)
is equivalent to P(L(G,)) € P(L(G,)). Therefore, after observing ¢ in G, since Xs = X;, we
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Figure 3—-6 Conceptual illustration of how to construct G, from G,

know for sure that the system now is at a secret state and will be at secret states for any future
instant. Hence, G is not O-step instant (or trajectory) pre-opaque.

(<) Suppose that L(G1) € L(G,) and we assume that, for the sake of contradiction, G
is not O-step trajectory pre-opaque, which means it is also not O-step instant pre-opaque. Then
we know that there exists a string s € P(£L(G)) such that E(s) N Ay = 0. Note that we have
P(L(G))) € P(L(G,)). Since L(G,) C L(G,), this also implies that P(L(G)) = P(L(G>))
and s € P(L(G,)). However, since every state in G, is non-secret and G, is live, we have
X, € N,. Therefore, it is not possible that é(s) N Ny = 0, which is a contradiction.

Overall, we conclude that deciding whether or not G is K-step instant/trajectory pre-opacity
is PSPACE-hard. O

3.5 Secret Intention as a Sequence Pattern

In the previous sections, we model the secret intention of the system as the willing to reach
some secret states. In this section, we further generalize this setting by considering the secret
intention as the willing to execute some particular sequences of events, which we call a sequence
pattern. We present an illustrative example that motivates the definition of pattern pre-opacity

and show how it can be reduced to state-based pre-opacity.

3.5.1 Illustrative Example of Pattern Pre-Opacity

We consider a location-tracking/prediction type problem in a smart factory building equipped
with sensors as shown in Figure 3—7(a). The factory has eight regions of interest: a warehouse,
a logistics, a finance office, a canteen, a corridor and three workshops. We assume there is

a person in the factory that can move from one region to another by passing through a door;
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Figure 3-7 An illustrative case of pattern pre-opacity.
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some doors are one-way and some are two-way as depicted in the figure. In particular, there are
two doors DB, and DB, secured by door barrier sensors, which allow to observe if a person
enters the corresponding rooms. Furthermore, there are two additional motion detector sensors
(M D, and M D») at corridor and logistics, respectively; they can detect if a person moves to the
corridor (or logistics). The building monitor is able to use these sensors to track and predict the
behavior of the person.

According to the structure of factory and different types of doors, the overall system, which
is the mobility of the person, can be modeled as a DES as shown in Figure 3—7(b), where states
0 to 8 represent, respectively, regions outside, warehouse, corridor, logistics, finance office,
canteen, workshop 1, workshop 2 and workshop 3. Based on the distribution of motion detector

sensors and door barrier sensors, we know that the set of observable events is
E, ={a;, a2, a3, a4, as, ag, a7, @3, @9, @10}

Now we assume that the person wants to move in the factory to complete two tasks
“secretly": (task I) first goes to warehouse and then goes to workshop 1; (task 2) first goes to
warehouse, and then enters workshop 2, and finally gets to workshop 3. Furthermore, the person
wants to hide its intention for executing the above sequences against the monitor before they are
completed. In this setting, “secret intention" is no longer visiting a secret state in the future.
Instead, completing any sequence containing string a3, or a;asf; can be viewed as a secret
behavior. One can check that the person may not be able to hide its intention to complete task
2 more than one step before its completion. This is because once motion detector sensor D B,
is triggered, the building monitor can determine for sure that the person was from warehouse,
and is currently at workshop 2 and will go to workshop 3 in one step to complete the task. To
formally describe this scenario, we propose K-step instant/trajectory pattern pre-opacity in the

next part.

3.5.2 Definitions of Pattern Pre-Opacity

Now, we formally formulate the notion of pattern pre-opacity. Specifically, we consider a
sequence pattern modeled as aregular language €2 C E™ in order to describe the secret behaviors
of the system. Then we say that a system is K-step pattern pre-opaque if any completion of a
string in the pattern can be predicted K-step ahead. Depending on whether or not the intruder
needs to determine the specific instant of the completion, pattern pre-opacity can also be

categorized as instant pre-opacity and trajectory pre-opacity.
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Definition S. (K-Step Instant Pattern Pre-Opacity) Given system G, set of observable events
E,, sequence pattern Q, and non-negative integer K € N, system G is said to be K-step instant

pattern pre-opaque (w.r.t. E, and Q) if

(Vxo € Xo)(Vs € L,(G,x0))(Vn > K)
(3x; € Xo)(3s" € L,(G,x(),t € L(G, f(x{,5)) (3-12)
[P(s)=P(s')A|t|=nAs't ¢ Q]

Definition 6. (K-Step Trajectory Pattern Pre-Opacity) Given system G, set of observable events
E,, a sequence pattern Q, and non-negative integer K € N, system G is said to be K-step

trajectory pattern pre-opaque (w.r.t. E, and Q) if

(Vxo € Xo,Vs € L,(G,x0))(Vn > K)
(Ixy € Xo,3s" € L,(G,x(),3t1t, € L(G, f(xg,87)) s.t.
[P(s) =P(s)] A ltl = K] A [It152] = n]A

[Vwe{n}: s'nw ¢ Q]

Intuitively, K-step trajectory pattern pre-opacity says that, for any observation, the intruder
cannot predict K-step ahead that a secret sequence will be completed. The definition of instant
pattern pre-opacity is similar; the only difference is that it also requires to specify the specific
instant of the completion. Clearly, pre-opacity is a special case of pattern pre-opacity as we can
define all sequences reaching secret states as the sequence pattern. Hereafter, we will show that
pattern pre-opacity can also be transformed to standard pre-opacity by refining the state-space

and suitably defining secret states.

Example 6. Consider again the example shown in Figure 3—7(b). The secret sequence pattern

can be described by the regular language

Q =((E\{a1}){a1}(E\{ae}) {as} (E\{B3})"{Bs}
U (E\{a1}){a1 JE\{B}){B2})" (3-13)

Essentially, regular language Q includes all strings that contain a ¢33 or a15,. This language
can be marked by DFA G shown in Figure 3—7(c). Obviously, G5 is 2-step instant pattern
pre-opaque, since based on any observation, the intruder cannot know for sure the system will
finish a sequence pattern a3, or a\aef3 2-step ahead. However, as we discussed early, it is

not 1-step instant pattern pre-opaque; this is because, once string g is observed, the monitor

31



> > 4 K
Y HAARYE
v ~ T
HANGHAI JIAO TONG UNIVERSITY

Verification and Synthesis of Opacity for Cyber-Physical Systems

knows for sure that sequence aaef33 will be completed in I-step. Also, we can check that Gj is
2-step trajectory pattern pre-opaque but not 1-step trajectory pattern pre-opaque.

Note that when string o« is observed, we know that sequence a3, has been finished one
step ago. Although the monitor fails to detect pattern a8, before its completion, it still can

predict secret sequence pattern a,@qf3s.

Remark S. The concept of sequence pattern was first proposed in the literature for the purpose
of fault diagnosis [76] and fault prognosis [69]. Specifically, a sequence pattern is used
to model the set of behaviors considered as fault. Our notion of sequence pattern is more
general than that in the context of fault diagnosis/prognosis. In particular, in the context of
fault diagnosis/prognosis, the sequence pattern is assumed to be stable in the sense that any
continuation of a sequence in the pattern is still in the pattern. This is motivated by the setting
of permanent fault. However, our definition of sequence pattern does not necessarily be stable
as the system can be secret/non-secret intermittently. In other words, even if the intruder miss
the predication of the first pattern, it may still be able to predict some future pattern, and in this

case, the system is also not pre-opaque.

3.5.3 Verifications of Pattern Pre-Opacity

We show how to verify pattern pre-opacity in this part. To this end, we assume that the
secret sequence pattern Q is a regular language and it is recognized by a DFA G =
(Xa, E, fa,X0.0, Xma), i.e., L,(Ggo) = Q, where xo is the unique initial state. Without
loss of generality, we assume that Gg is total, i.e., £L(Ggq) = E*; otherwise, we can add a new
unmarked “dump" state and complete the transition function.

Then let G = (X, E, f, Xo) be the system and Gq = (Xo, E, fa,X0.0, Xm.o) be the DFA

recognizing the sequence pattern. We define the product of G and Gg as
GX = (X/’ EI, f/’ X(;)’

where X’ C X X Xo,E’ = E, X = Xo X {x0,0} and f’ : X’ x E — X’ is the transition function
defined by f((xl’-XZ)’ O') = (f(xla O-)’ fQ(x29 0-))9 if f(X1,0-) and fQ(-XZa 0-) arc deﬁned’ and

undefined otherwise. Then we define

X5 =1{(q1,92) 1 42 € X0}

as the set of secret states in G«. Then the following result shows that pattern pre-opacity can be

transformed to state-based pre-opacity.
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Theorem 5. System G is K-step instant (respectively, trajectory) pattern pre-opaque w.r.t. L if
and only if G X Gq is K-step instant (respectively, trajectory) pre-opaque w.r.t. X;.

Proof. We only show the case of instant pre-opacity; the case of trajectory pre-opacity is similar.

(=) Suppose that G X G is not K-step instant pre-opaque, which implies that

(F(x0, x0,0) € X)(Ts € L,(G X G, (x0,%0,0)))(Tng = K)
(V(x0,%0,0) € Xp)

(Vs" € L,(G X Ga, (x5, %0,0)), 8t € L(G X Ga, (X 0)))
[P(s) = P(s") Alt] = no]l = [f"((xg,x0,0),51) € Xs]

Since Gq is complete, we have L(G) C L(Gg), then we know that for any x| € X, any
s" € L,(G,xp),s't € L(G,x{) such that P(s) = P(s’) and [t| = ny > K, we have that
fa(x§,s't) € X0, ie., st € L,,(Gq) = Q. This implies that G is not K-step instant pattern
pre-opaque

(<) Assume that G is not K-step instant pattern pre-opaque, i.e.,

(Ixo € Xo)(3s € L,(G,x0))(Ing > K)
(Vx} € Xo)(Vs" € L,(G,x(),s't € L(G,x())
[P(s)=P(s") A|t| =ng A s't € Q]

Since L(G X Gg) € L(G), we know that for any (x;, x0.0) € X{,s" € L,(G X Gq, (x5, X0,0))
and s't € L(G X Gq, (x(,x0,0)) such that P(s’) = P(s) and |t| = ng, we always have
S (x5, x5.0),8'1) € Xg and |f| = ng > K, which means that G X Gq is not K-step instant

pre-opaque. m]

Example 7. Consider again system automaton G and pattern automaton Gg in Figure 3—7.
To verify the K-step instant/trajectory pattern pre-opacity of Gs, we fist construct Gz X Gg,
which is omitted here for the sake of brevity. Then the set of secret states in G3 X Gg is
X ={(6,F),(8,H)}. One can verify that G3 X Gq, is 2-step instant pre-opaque but not I-step
instant pre-opaque; also, G3 X Ggq is 2-step trajectory pre-opaque but not I-step trajectory
pre-opaque. Therefore, based on Theorem 5, for sequence pattern captured by Q, we know
that Gs is 2-step instant pattern pre-opaque but not 1-step instant pattern pre-opaque, and it
is 2-step trajectory pattern pre-opaque but not 1-step trajectory pattern pre-opaque, which are

consistent with our previous analysis.
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3.6 Conclusion

In this chapter, we proposed the notion of pre-opacity to verify the intention security of a
partially-observed DES. Two notions of pre-opacity called K-step instant pre-opacity and K-
step trajectory pre-opacity are proposed. For each notion of pre-opacity, we provide a verifiable
necessary and sufficient condition as well as an effective verification algorithm. We also
generalize the notions of pre-opacity to the case where the secret behavior is captured by a
sequence pattern. Our work extends the theory of opacity to a new class where secret is related
to the intention of the system. We believe there are many interesting future directions related
to the concept of pre-opacity. One interesting direction is to synthesize a supervisor to enforce
pre-opacity when the verification result is negative. Also, we would like to extend the notion of

pre-opacity to the stochastic setting to quantitatively evaluate the information leakage.
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Chapter 4 Secure-by-Construction Optimal Path Planning

for Linear Temporal Logic Tasks

4.1 Introduction

Motivated by the security concerns in robotic systems, in this chapter, we formulate and solve
a security-aware optimal LTL path planning problem. Specifically, we consider a single robot
whose mobility is modeled as a weighted transition system (WTS). We consider an intruder
modeled as an outside observer (or eavesdropper) who accesses the external behaviors of the
system specified by an output function. We consider the planning problem of achieving a task
specified by a general LTL formula, while hiding the secret initial location of the robot. To
capture this security requirement, we adopt the notion of an information-flow security property
called initial-state opacity [4]. Specifically, a planed path from a secret initial-state is said to be
secure if there exists another path from a non-secret initial-state such that those two paths are
observationally equivalent from the intruder’s point of view.

Our approach is different from the standard initial-state opacity verification procedure [4],
which requires to build the initial-state estimator whose size is exponential in the number of
system states. Instead, we propose a computationally more efficient approach by constructing
the twin-WTS structure which synchronizes the system with its copy based on the observation.
Similar structures have been used in the literature for the purpose of property verification, e.g.,
diagnosability, observability and prognosability. Here, we show that the security-aware path
planning problem can be effectively solved by graph search in the product of the twin-WTS
and the Biichi automaton that accepts the desired LTL task. Furthermore, we show that the
constructed product system also preserves optimality. Hence, we provide a sound and complete
solution to the security-aware optimal LTL planning problem.

The rest of the chapter is organized as follows. In Sections 4.2 and 4.3, a motivating
example and some necessary preliminaries are presented, respectively. The security-aware LTL
planning problem is formally formulated in Section 4.4. In Section 4.5, we discuss how to solve

this problem based on the twin-WTS. Finally, we conclude the chapter by Section 4.6.
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Figure 4—1 Work space of the single robot.

Figure 4-2 The specification automaton of the motivating example. The intruder has two observations on
the robot: the robot is in sand land or grass land. The robot could start from A (secret) or B (non-secret).
Bidirectional transition means that robot could move in both directions; numbers beside the transition

represent the cost of this transition.

4.2 Motivating Example

Before we formally formulate the problem, we first consider a motivating example. Suppose
that a single mobile robot moves in a workspace with grass lands and sand lands as shown in
Figure 4-1. The workspace is partitioned as six regions of interest and black regions denote
obstacles. At each instant, the robot can only move to regions that are adjacent to its current
region. We assume that the robot always knows exactly its current location. On the other hand,
we assume that there is an outside observer that knows whether the robot is current at a grass
land or at a sand land. The mobility model of the robot can be represented by the transition
system shown in Figure 4-2. Furthermore, we assume that there is a cost moving from one
region to another, which is specified by the number associated to each bidirectional transition
in Figure 4-2.

The task of the robot is to deliver goods between region F (representing, e.g., a factory)
and region E (representing, e.g., a warehouse), i.e, visit ' and E infinitely often. The robot may
initially start from regions A or B. However, it does not want the outside observer to know that

it started from region A (if so). This may because, for example, starting from different locations
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means different robot-types are used, which may further reveal what kind of goods the factory
is delivering.
Now, suppose that the robot is starting from region A. Clearly, the optimal plan to achieve
the task is
A—C— (F—E)“,

where notation w over parentheses means the infinite repetition of the finite execution inside
them. However, this plan is not secure in the sense that the observer will know for sure that the
robot started from region A after observing two consecutive Grass. This is because there is
no feasible path from region B that can generate the same observation. On the other hand, the
robot may take another plan

A— D — (F— E)“.

This plan is costlier as the robot will incur higher cost when moving from A to D. However,

this plan is secure in the sense that there exists another path
B— D — (F—E)“,

from region B that generates the same observation. Therefore, although higher cost is paid, the

robot is able to hide the secret about its initial location.

4.3 Temporal Logic Task Planning

In this section, we define basic notations that we use in the rest of the chapter and introduce
some necessary preliminaries. For a set A, we denote by |A| and 24 its cardinality and its power
set, respectively. A finite sequence over A is a sequence in the form of a; - - - a,,, where a; € A;
we denote by A* the set of all finite sequences over A. Similarly, we denote by A the set of all
infinite sequences over A.

The trace of an infinite path 7 € Q¢ denoted by trace(r) is an infinite sequence over 2%
such that trace(t) = L(7(1))L(7(2))L(7(3))---. Given a set of states Q" C Q, we denote
by Reach(Q’) the set of states reachable from Q’. We say a state ¢ € Q is in a cycle of T if
there exists a sequence ¢4, . ..qx € Q* such that ¢g; = g, = g and (¢;,qi41) €—,Vi € N,. We

denote by cycle(T) the set of all states that are in some cycles of 7.

4.3.1 Linear Temporal Logic and Biichi Automata

Let AP be the set of atomic propositions. A Linear Temporal Logic (LTL) formula is con-

structed based on atomic propositions, Boolean operators, and temporal operators. Specifically,
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an LTL formula ¢ is recursively defined by
¢u=true | p|pi Ada|=p | Op | p1U¢s,

where p € AP is an atomic proposition; O and U denote, respectively, “next" and “until".
The above syntax also induces temporal operators < (“eventually") and O (“always"), where
O¢ :=truelU¢ and O¢ := =g

LTL formulas are used to evaluate whether or not infinite words satisfy some properties.
Formally, an infinite word o= € (27*)¢ is an infinite sequence over alphabet 2%, We denote
by o = ¢ if o satisfies the LTL formula ¢. For example, O<Cp means that property p should
be satisfied infinitely often. The reader is referred to [46] for more details about the syntax and
the semantics of LTL, which are omitted here. We define Words(¢) = {o- € 27")« : o | ¢}
as the set of all words satisfying LTL formula ¢.

Definition 7. (Nondeterministic Biichi Automaton) A Nondeterministic Biichi Automaton (NBA)
is a 5-tuple B = (Qp, Qo.5, %, =B, Fp), where Qp is the set of states, Qo g S Qp is the set of
initial states, X is an alphabet, —3C Qp X X X Qp is the transition relation and Fg C Qp is

the set of accepting states.

Given an infinite word o = @y, - -+ € X, an infinite run of B over ¢ is an infinite
sequence p = qoqi19> -+ € Q¢ such that gy € Qo g and (q;, 7, qiv;) €—p forany i € N. An
infinite run p € QY is said to be accepted by B if Inf(p) N Fg # 0, where Inf(p) denotes the
set of states that appears infinite number of times in p. Then an infinite word o is said to be
accepted by B if it induces an infinite run accepted by B. We denote by Lz C X the set of all
accepted words in NBA B.

For any LTL formula ¢, it is well-known [77] that there always exists an NBA over
¥ = 27% that accepts exactly all infinite words satisfying ¢, i.e., £z = Words(¢). Throughout
this chapter, B = (Qg, Qo.5, 27", —p, F) is used to denote the NBA translated from the LTL

formula ¢ of interest.

4.3.2 Temporal Logic Path Planning

The standard LTL path planning problem asks to find an infinite path 7 € Path®(T) in system
T such that trace(t) [ ¢, i.e., the corresponding temporal property along the infinite path
satisfies the LTL formula. Due to the structure of the accepting condition in Biichi automaton,

it suffices to find an infinite path with the following prefix-suffix structure
T=4q1" "4k [Qk+1 o qk+m]w € Pathw(T)
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such that trace(r) € Lp. Intuitively, g1 - - - gr+m is the suffix that forms a cycle such that
the robot should execute infinitely often, while g, - - - gx is the prefix representing that transient
path that leads to the cyclic path. Such a prefix-suffix structure is also referred to a plan. In this
work, we consider the cost of a plan, which is an infinite path, as the cost of its prefix and suffix,
ie.,

J(t) =J(q1 " qrqrs1 * QrsmGis1)- (4-1)

In order to find an optimal plan with least cost, one can perform modified shortest path search

in the product system composed by T and B; see, e.g., [S1].

Remark 6. The cost function defined in Equation (4-1) essentially treats the transient cost
Jpre = J(q1 - qxqi+1) and the steady-state cost Jg,; = J(qr+1 - - . QkemGi+1) equivalently. In
general, we can define the cost function as J(1) = aJpre + (1 —a)Jsup, where @ € [0,1] is a
parameter adjusting the weight of each part. Our work considers the case of a = 0.5 for the

sake of simplicity; all results can be easily extended to the general case.

Remark 7. Given an infinite path (plan), depending on how we decompose prefix and suffix,
the plan may have different costs. For example, q,(g>q3)®“ and q1q,(q3q2)“ are the same path
but have different costs. Hereafter, for an plan t, J(t) is always considered as the cost for the

prefix-suffix structure of T having the minimum cost.

4.4 Security-Aware Path Planning Problem

As we discussed in the motivating example, the solution to the standard LTL path planning
problem does not necessarily provide security guarantees. In this section, we present the
considered information-flow security model and formulate the security-aware path planning
problem.

Given WTS T = (Q, Qp, —,w, AP, L), we assume that the internal state of the system is
not available to the intruder (malicious observer) directly. Instead, the intruder can only infer
the behavior of the system via its outputs. Formally, we model the intruder’s observation of the
system as an output function

H:Q0-Y,

where Y is the set of outputs. The execution of any infinite internal path 7 = 7(1)7(2)7(3) --- €
Path®(T) will generate an infinite external path H(t(1))H(7(2))H(7(3))--- € Y*; we also
denote this external path by H(7) with a slight abuse of notation. A finite external path is

defined analogously.
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In this work, we consider the problem of protecting secret initial location of the robot.
To this end, we assume that Qg C Q, is the set of secret initial states. Hereafter, a WTS T
equipped with output function H and secret initial states Qg is also written as 7 = (Q, Qo, —
W, AP, L, H,Y,Qs) for simplicity. To guarantee security, we want to make sure that the
intruder is not able to infer confidentially that the robot started from a secret location. This

requirement is formalized as follows.

Definition 8. (Security) Let T = (Q, Qo, =, w, AP, L, H,Y,Qs) be a WTS. An infinite path
7 € Path®(T) is said to be secure if there exists an infinite path v/ € Path®(T) such that
7/(1) ¢ Qs and H(t) = H(1’).

Remark 8. The above definition of security is related to the notion of initial-state opacity
proposed in [4]. Essentially, initial-state opacity is a system property such that all paths
generated by the system in secure is our sense. However, as we are considering path planning

problem, security is defined only for a specific path rather than the entire system.

Problem 1. (Security-Aware Optimal LTL Path Planning Problem) Given a WTS T, secret states
Qs C Q, output function H : Q — Y and LTL formula ¢, for each possible initial-state gy € Q,
determine a plan v € Path®(T) with T(1) = q¢ such that the following conditions hold:

1. trace(t) | ¢,
2. T is secure;

3. Forany otherplant € Path® (T) satisfying the above requirements, we have J(t) < J ().

Remark 9. In the above problem formulation, it essentially assumes that the intruder knows

the followings:

1. the mobility model of the robot, i.e., WTS T; and

2. the external path generated by the robot, i.e., H(T).

However, it does not know the exact internal state of the robot, which has to be inferred
by observing outputs. On the other hand, the robot is assumed to know exactly its initial
and current state; therefore, this is still a planning problem under perfect information from
the robot’s point of view. This setting is reasonable in many applications because: (i) the
system usually has more ability to acquire information about itself than the intruder; and (ii)
the intruder’s information sometimes comes from eavesdropping the information transmission

which is a partial information of the robot’s knowledge.
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Remark 10. According to Definition 8, if a path T is started from a non-secret initial state
qo € Qo \ QOs, then it is always secure as we can choose " = 1. Therefore, for non-secret initial
states, we just need to solve the standard optimal LTL path planning problem; see, e.g., [49].
However, for those secret initial states, the security constraint has to be taken into account. This

issue will be addressed in the following section.

4.5 Planning Algorithm

In this section, we present the security-aware path planning algorithm. Our approach is based

on constructing a new transition system that effectively captures the security constraint.

4.5.1 Twin-WTS

In order to handle the security constraint, one needs to track the information of the outside
observer based on the external path. Such an information-tracking task can be achieved by
constructing the initial-state estimator [4]. However, the size of the initial-state estimator grows
exponentially as the number of states in the system increases due to the subset construction.
Here, we present a computationally more efficient approach that does not rely on the
construction of the initial-state estimator. Instead, we propose a new structure called the twin-
WTS, which is used to track all current states pairs of two paths that have the same external path

from the intruder’s point view. This structure is formally defined as follows.

Definition 9. (Twin-WTS) Given a WIS T = (Q, Qo, —, w, AP, L, H,Y,Qys), its twin-WTS is
a new WTS
V = (X, XOa —v, Wy, ﬂpa LV)9

where

X C Q X Q is the set of states;
e Xo={(q1,92) € Qo X Qo : H(q) = H(q)} is the set of initial-states,
e —yC X X X is the transition relation defined by: for any x = (q1,q2) € X and
x' =(q1,q5) € X, we have (x,x") €—v if the followings hold:
- (q1.9}) €
- (92.95) €
- H(q}) = H(q5).
e wy : X XX — R, is the cost function defined by: for any x = (q1,q2) € X and

x'=(q1,q5) € X, we have wy (x,x") = w(q1,q7);
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o Ly : X — 277 is the labeling function defined by: for any x = (g1, q>) € X, we have
Ly (x) = L(q1).

Remark 11. Intuitively, the twin-WTS tracks two internal paths that generate the same external
path. Specifically, the first component is used to represent the trajectory in the real system,
while the second component is used to represent a copy that mimics the real system in the sense
of output equivalence. Therefore, for any path (t,(1),72(1))(71(2),2(2)) --- in V, we have
H(ti(1)H(7(2))--- = H(1p(1))H(12(2)) - - -. On the other hand, for any two paths 1|, T, in
T such that H(t;) = H(1,), we can find a path T in V such that its first component is T, and its
second component is T,. Also, we note that the cost function wy and the labeling function Ly
are all defined based on the states in the first component, which is the part for the real system.

Finally, the size of V is polynomial in the size of T as it contains at most |Q|* states.

4.5.2 Planning Algorithm

The twin-W'TS can be used to capture the security constraint based on the following observation.
For any secure path for a secret initial state g, o, it must have an observation-equivalent path
from a non-secret initial state g, 0. Furthermore, such a path-pair should exist in the twin-
WTS V from state (¢y.0, qus.0). Therefore, to perform security-aware path planing, it suffices
to perform planning from an initial-state in V in which the first component is the real (secret)
initial-state and the second component is a non-secret state. Furthermore, in order to incorporate
the temporal task, we need to synchronize the twin-WTS with the NBA B that accepts ¢; this is

defined as the product system.

Definition 10. (Product System) Given twin-WTS V = (X, Xy, —>v,wy, AP, L) and NBA
B = (03, Q0.8, %, =B, Fp), the product of V and B is a new (unlabeled) WTS

Ty = (Q®, QO,®, —® W®),

where

Qs C X X Qp is the set of states;

Qo.6 = Xo X Qo is the set of initial states;

—eC Qg X Qg is the transition relation defined by: for any q5 = (x,qp) € Qg and
qu = (x',q%) € Qg, we have (g, qy) € if the followings hold:
- (x,x") €>vy; and

- (g8, Ly (x),q%) €—s.
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® wg : Qg X Qg — R, is the cost function defined by: for any qg = (x,qp) € Qs and

9e = (X', q}p) € Qo, we have we(qo, q5) = w(x,x').

Essentially, the product system further restricts the dynamic of V such that each movement
should satisfy the LTL task ¢, i.e., (¢, Lv (x), g) €—p. Note that the original WTS T is not
synchronized with B as the dynamic of 7" has already been encoded in the first component of V.
For each state ((¢,q’),qp) € Qg, we denote by I1[((g, ¢’), gg)] = ¢ the restriction to the state
space of T'; we also write I1[((qo, ()> q0.8) - ((qn 47,) 4n.B)] = Go - * qn-

For each initial-state gy € Q¢ in T, we denote by INT, (Ts) C Qo e the set of initial-states

in Ty, whose first components is gy while the second component is a non-secret state in 7', i.e.,

INTg, (Te) = {((90,490)-48) € Qo : 4o ¢ Os}-

Also, we define GoAL(Ty) C QO as the set of states in T, whose last components are in Fg and

they are in some cycles of Tg, i.e.,

GoAL(Ty) =

{((g.9").98)€0s : qe€Fp A ((q,9"), qp) €cycle(Ty)}.

In order to find an optimal path from initial state g, in 7, it suffices to find an optimal path in
the form of
INT,,(Tg) — (GOAL(Tg) — GOAL(Tg))”

in T. Note that both sets INT,, (T) and GOAL(T) are non-singleton in general. Therefore, we
need to consider all possible combinations in order to determine an optimal path. This idea is
formalized by Algorithm 1.

Specifically, lines 1-3 construct the NBA B, the twin-WTS V and the product system 7.
Line 4 aims to determine if there is a feasible path from g satisfying both the LTL constraint
and the security constraint. In particular, if INT, (T) cannot reach any goal state in cycle,
then this means that there does not exist an infinite path accepted by ¢ that has an observation
equivalent path from a non-secret initial state, i.e., there exists no feasible path starting from g.
Otherwise, we consider, in lines 7 and 8, each combination of state g, in INT,, () and state g
in Reach({q;})NGoAL(Tg), which is a goal state reachable from ¢, and in some cycles. In lines
9-10, we determine the shortest path from ¢; to g and the shortest path from g back to itself;
the projection onto 7 by I then gives us an infinite path satisfying both the LTL and the security

constraint. Then among all such feasible combinations, we determine the optimal pair (g7}, gg;)
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Algorithm 4-1 Security-Aware Optimal LTL Plan
Input: LTL formula ¢, WTS T with H and Qyg, initial state g,
Output: Optimal plan 7 from gy € Qp
1: Convert ¢ to NBA B = (Qp,Q0.8, %, —5, FB)
2: Construct twin-WTS V = (X, Xy, =>v,wy, AP, Ly )
3. Construct the product of V and B Tg = (Q g, Qo.0» — s We)
4: if Reach(INT,,(Tg)) N GOAL(Tg) = 0 then

5: return “no feasible plan from g,"

6: else

7: for g, € INT, (Tg) do

8: for g € Reach({g;})NGoAL(Tg) do
9: 14196 = TI[Shortpath(q;, gc)]
10: 196-96 = [1[Shortpath(gg, gc)]
11: end for

12: end for

B (4]95) e (00 [11590])

14: return optimal plan 7 = 7996 19696 ] for q,
15: end if

that minimizes the path cost function defined in (4-1) and the optimal plan 7 = 7996 [196-9G ]|

is returned.

Remark 12. Let us discuss the complexity of Algorithm 4—1. First, we note that the product
system Tg contains at most |Q|*|Q g| states, where |Q| is the number of states in the WTS model
and |Qpg| is the number of states in the Biichi automaton. Algorithm 4—1 involves at most
|0|*|Q&|? (very roughly estimated) shortest path problems which can be solved in polynomial-
times in the number of states in Tgy. Therefore, the overall planning complexity is polynomial in
both the number of states in the plant and the number of states in the Biichi automaton. Note
that, in general, |Qp| is the length of ¢. However, in practice, the size of the LTL formula ¢
is usually very small and Q, which represents the state-space, is usually the main factor for

scalability.
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4.5.3 Correctness of the Planning Algorithm

Now, we prove the correctness of the proposed planning algorithm. Hereafter, we assume
that the robot is starting from initial state gy and 7 is the optimal plan from g, returned by

Algorithm 1. First, we show that the resulting plan satisfies the LTL task ¢.

Proposition 5. Assume that the robot is starting from initial state q and 7 is the optimal plan

from q returned by Algorithm 1, then trace(t) [ ¢.

Proof. We assume that optimal path is obtained from the following projection 7 =
[ pPre(p*/ )], where

pP"¢ = ((q0.490)-90,8) - ((qn-4})> Gn.B)
P = ((qui1,9041)> @ns1.8) = (Qnsms Qoen) s Arsm.B)

and g, € Fp. Thatis, 7 = qo- - ¢u(qn+1 -+ * Gnem)®. According to the transition rule of
To, 0 =qoB " qn.B(qns1.B " * Gunem.z)® 1s an infinite run induced by infinite word trace(7) =
L(qo) - L(qn)(L(gn+1) - - L(qn+m))®. Since g,41.5 € Fp, we know that Inf(p) N Fp # 0,
which means trace(r) € Lz = Word(¢), i.e., trace(t) E ¢. O

Second, we show that the planned path is secure.

Proposition 6. Assume that the robot is starting from initial state q, and 7 is the optimal plan

from q returned by Algorithm 1, T is secure.

Proof. Without loss of generality, we assume that g, € Qg; otherwise, 7 is secure trivially.

Still, we assume that optimal path is obtained by t = IT[p?"¢(p**/ )], where

PP = ((90:45):40.8) - ((4ns 1) 4. )
p“”f = ((gns1> Q;z+1)’ Gn+1,8) *** ((Gnsms q:’l+m)’ Gnim,B)

Then we know that (qo, qg) - - - (qn> 43) ((@ns1>4sy) ** (Qnams> @)@ € Path® (V). Accord-
ing to the transition rule of V, we have H(t) = H(qy---q,(q,,, " qp.,)¢). Finally, since
((q0-4q4)> qo,8) € INT4(Tg), we know that g ¢ Qs. Therefore, 7" =g+ g, (g, " @pem)
is an internal path from a non-secret initial state having the same observation with 7, i.e., T is

securc€. O

Finally, we show that the planned path is optimal.
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Proposition 7. Assume that the robot is starting from initial state q, and v is the optimal
plan from q, returned by Algorithm 1, for any other secure path T = TP"¢[#5“/]“ such that
trace(7) | ¢, we have J(1) < J(%).

Proof. We prove by contradiction. Suppose that there exists a secure path ¥ € Path®(7T) such
that trace(¥) | ¢ and J(7) < J(7). Since 7 is secure, we know that there exists another path
7/ € Path®(T) such that H(7) = H(7’) and 7/(1) ¢ Qs. According to the definition of V, we
know that there exists a path 7, € Path® (V) in which the first component is 7 and the second
component is 7. Furthermore, since trace(7) [ ¢, by the definition of T, there exists a path
Te € Path®(Tg) in which the first component is 7y and the second component is 7 such that
Inf(1g) N Fg # 0. Without loss of generality, we write 75 = pP"¢(p**/ )¢ in the prefix-suffix

structure, where

pP"¢ = ((q0.49¢)-90,8) - ((qn-4})> Gn.B)
P = ((qui1>9001)> @ns1.8) = (Qnsms Qoen) s Arsm.B)

and g,.1,5 € Fp. Since g = 7'(1) ¢ Qs, we know that §; := ((qo,q;), qo,8) € INT, (Tg).
Furthermore, we have G := ((¢n+1.9,,,)» qne1,8) € Reach({G;}) NGoAL(Tg). However,
J(1%496 [1d6-96]@) = J(f) < J(r). This means that Algorithm 1 should at least output

79.96 [ 14646« rather than T, which is a contradiction. |

The above three propositions show that the proposed algorithm is sound in the sense that
the solution is correct if it finds one. Note that Algorithm 1 may return “no feasible plan from

qo". Next we show that the proposed algorithm is also complete.

Proposition 8. If Algorithm 4—1 returns “no feasible plan from q", then no solution to Problem

1 exists.

Proof. The proofis similar to the proof of Proposition 7. Suppose, for the sake of contraposition,
that there exists a secure path 7 € Path®(T) such that trace(r) | ¢. Following the same
argument in the proof of Proposition 7, there exists a path 74 € Path®(Tg), which is in the
form of 7 = ((7,7’), 75) such that /(1) ¢ Qs and Inf(1g) N Fg # (. Therefore, we have
gr = ((v(1),7'(1)),75(1)) € INT,(Tg). Furthermore, Reach({g,}) NGOAL(Ty) # 0 since
Inf(tg) N Fg # 0. Therefore, Algorithm 1 will not return “no feasible plan from g,". O

Finally, we summarize Propositions 5, 6, 7 and 8 by the following theorem.
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Theorem 6. For any WIS T = (Q, Qo, —,w, AP, L) with output function H : Q — Y, secret
states Qs and LTL formula ¢, Algorithm 4—1 correctly solves the optimal security-aware LTL
planning problem defined in Problem 1.

Proof. The soundness of the algorithm is established by Propositions 5, 6 and 7, and Proposi-

tion 8 shows the completeness of the algorithm. O

4.6 Conclusion

In this chapter, we solved a security-aware optimal path planning problem for linear temporal
logic tasks. A polynomial-time algorithm was proposed based on the product of the twin-system
and the Biichi automaton. The synthesized solution is secure-by-construction in the sense that
it provides provably security guarantees for the designed systems. Note that, in this work, we
consider security requirement for protecting the initial secret of the system. In the future, we
would like to extend the proposed algorithm to other types of security, e.g., infinite-step opacity.
Also, we are interested in investigating optimal LTL path planning for multi-robot systems with

security guarantees.
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Chapter S Case Studies

In this chapter, we present two case studies on security-aware path planning. One is related
with protecting robot’s intention. Specifically, we model its intention by utilizing the notion
of K-step pre-opacity proposed in Chapter 3. The other one aims at protecting robot’s starting

point. The sound and complete algorithm developed in Chapter 4 is illustrated in this case.

5.1 Intention-Security-Aware Path Planning

In some applications, the “secret" one wants to hide can be its infention to do something of
particular importance in the future. As a simple example, let us consider a single robot moving
in a region whose mobility is described by a DES shown in Figure 5-1, where each state
represents a location and each transition represents an action. Some actions are assumed to be
observable by outsider; E, = {01, 05, 03} are observable actions.

The robot may choose to attack state 9 by reaching it. However, it does not want to
reveal its intention to attack state 9 too early; otherwise, e.g., some defense strategy can be
implemented in advance. Clearly, the shortest path to reach state 9 is 0 5356350,
However, by doing so, the outsider will know the robot’s intention of attack two steps ahead just
by observing the first action 0;. On the other hand, the robot can choose to attack state 9 via
path O 222528211 3 9, which is longer but allows the robot to hide its intention
of visiting state 9 until it actually reaches it. This is because this path has the same observation
of 0 -5 15 4257 25 10 whose continuation may not necessarily be secret.

Existing notions of opacity in the literature cannot capture this scenario as this problem
essentially requires another type of opacity for future information: the user does not want the
outsider to know too early for sure that it will do something secret at some future instant. We may
characterize this scenario by the notion of pre-opacity. Specifically, based on the verification
theorems developed in Chapter 3, we can verifiablely check that this system is 3-step instant
pre-opaque but not 2-step instant pre-opaque; it is 3-step trajectory pre-opaque but not 2-step

trajectory pre-opaque.
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(5)
0 \2J 0

Figure 5-1 A motivating example with E, = {a, b, c} and E,, = {u}. State 6 is the target (secret) state.

{P1}
{P1'P2} {3 {P2}

N { }P1}
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{P1,P2},{P2}

Figure 5-2 An NBA translated from ¢ = 00P; A OOP;.

Figure 5-3 Twin-WTS V of T in Figure 4-2.
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Figure 5—4 Example of the construction of the T;y. Red transitions represent the optimal feasible path. Due

to limited space, some states and transitions are omitted and part of the product system is shown.

5.2 Initial-State-Security-Aware Path Planning

We go back to the motivating example in Section 4.2 to illustrate the proposed planning
algorithm. Consider again the WTS in Figure 4-2. To formalize the LTL task, we consider
two atomic propositions AP = {P;, P,} with labeling function L : Q — 27 defined by
L(F)={P;}, L(E) ={P,} and L(gq) = 0 for other states. Then the task of the robot is captured
by

¢ =00P; ADOOP,.

The observation mapping is H : Q — {Grass, Sand} as specified in Figure 4-2. We define
Qs ={A} C Q, i.e., state A is the unique secret initial state.

To achieve the planning task, first we convert ¢ to NBA B = (Qp, Qo.5, %, =5, Fg), which
is shown in Figure 5-2; such an conversion can be done by, e.g., the tool developed in [78].
Then we construct the corresponding twin-WTS V, which is shown in Figure 5-3. Specifically,
V contains four initial states (A, A), (B, B), (A, B) and (B, A) since H(A) = H(B) = Sand
and four combination are all valid initial states. Then, for example, starting from (A, B), only
state (D, D) can be reached as A — D,B — D and H(D) = H(D) = Grass. Also, from
state (C,C), we canreach (A, F)asC — A,C — F and H(A) = H(F) = Sand. Finally, we
need to construct the product system T¢; for the sake of simplicity, we just show part of Ty in
Figure 5—4, which is sufficient for the purpose of planning.

Now, we assume that the robot is starting from secret initial state A. Then we
have INTA(Ty) = {((A,B),q,)}, which is a singleton. Also, we have ((F,F),q,) €
Reach({((A, B),q2)}) N GoaL(Tg). One can check that such a state pair is indeed the

one that minimizes the cost function if we draw the complete product system. There-
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fore, we obtain an optimal plan 7 = II[((A, B),¢.)((D,D),q:)((F,F),q:)(((E,E), qo)
((F,F),q2))“] = AD(FE)“, which is highlighted by red transitions in Figure 5-4.
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Chapter 6 Summary

6.1 Conclusion

In this dissertation, we focus on the notion of opacity in DES and solve two problems:
pre-opacity verification problem and security-aware planning problem.

First, we investigate opacity from a new angle by considering the system’ s intention of
executing some particular behavior as the secret. Then we propose a new type of opacity, called
pre-opacity, to characterize whether or not the secret intention of the system can be revealed.
Two notions of pre-opacity called K-step instant pre-opacity and K-step trajectory pre-opacity
are proposed. For each notion of pre-opacity, a verifiable necessary and sufficient condition
as well as an effective verification algorithm is provided. We show that both properties are
PSPACE-hard. We also generalize the notions of pre-opacity to the case where the secret
behavior is captured by a sequence pattern. Our work extends the theory of opacity to a new
class where secret is related to the intention of the system.

Second, we solve a security-aware optimal path planning problem for linear temporal logic
tasks. A polynomial-time algorithm is proposed based on the product of the twin-system and
the Biichi automaton. The synthesized solution is secure-by-construction in the sense that it

provides provably security guarantees for the designed systems against temporal logic tasks.

6.2 Future Work

We believe there are many interesting future directions related to the concept of preopacity. One
interesting direction is to synthesize a supervisor to enforce pre-opacity when the verification
result is negative. Also, we would like to extend the notion of pre-opacity to the stochastic
setting to quantitatively evaluate the information leakage.

Note that, in Chapter 4, we consider security requirement for protecting the initial secret
location of the system. In the future, we would like to extend the proposed algorithm to other
types of security, e.g., infinite-step opacity. Also, we are interested in investigating optimal LTL

path planning for multi-robot systems with security guarantees.
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